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FIS Fraud Management Service includes transaction monitoring and alerting for fraudulent activities associated with all scheduled bill pay transactions. 





FIS creates a fraud-risk score for each payment based on several factors. If the score for a transaction is high enough to generate an alert, FIS’s Fraud Investigation Team analyzes the suspicious activity to determine whether fraudulent activity has occurred.





Situations that could trigger a fraud alert include: accessing bill pay from a foreign location, high dollar payment to a personal payee outside the state, and other fraud trends and patterns in the industry. 





Fraud monitoring begins immediately upon implementation. The system achieves optimum scoring of bill pay activity once 90 days of history has been accumulated by the scoring models (called the “learning period”). False-positive fraud alerts are more common during this time.




















Process for when a Fraud Alert occurs:





FIS emails (never calls) your FI first to see if the payment is legitimate or fraudulent�      ( If no response from your FI, FIS will follow up at least twice after their original email 


      ( During this time, FIS may suspend the payment*


      ( If the bill pay account lacks sufficient history, FIS may block the account pending your FI’s response**�


Your FI should respond to FIS either validating legitimacy of account/payment OR confirm as fraudulent�


If FIS does not receive a response from your FI, they will either:


Temporarily block the account for fraud until your FI can confirm account/activity is genuine**


Terminate the account based on research that uncovers high risk factors�


*Not all suspicious payments are suspended. A suspicious payment will not be suspended if FIS is able to complete its investigation and determine that the payment is not fraudulent prior to the processing date of the payment. Additionally, if a suspicious payment does not meet the criteria to be suspended as established by FIS, even if the investigation of the payment has not been completed, the payment will not be suspended. �


Suspending a payment may result in the payment being delivered later than the user intended. As with other suspended transactions, the user will not receive a notification that the payment was suspended.


�**While an account is blocked, all scheduled payments are cancelled





If the suspicious activity is deemed fraudulent, the payment is cancelled and the bill pay account is terminated to stop further activity. If possible, any fraudulent check payments that may have already processed but have not cleared may be stopped. The financial institution is notified of the fraudulent activity so that they can close bill pay and the associated funding account.


�In order for the user to register for bill pay again, the financial institution must contact NCR Software Support to have the user reinstated. All risk associated with the user will be transferred to the financial institution.





If the suspicious activity is deemed not fraudulent, FIS will release the payment and it will process in the next processing window.





Block Watch: In addition to watching transactions, FIS Fraud’s team will decline users when the user attempts to register for bill pay if previously fraudulent data is present. This process is called Block Watch. The user’s bill pay application will be put into a Pending status. In CST, you can search for these users via the Launch screen. There are reports/alerts available for a fee that provide additional information/support on Block Watch. Contact NCR to enable this reports/alerts.








How do I get in touch with FIS’ Fraud department?


To respond to a fraud alert or to report fraud/suspected fraud, your FI should email FIS at: �� HYPERLINK "mailto:risk.management-EPP.fraud@fisglobal.com" �risk.management-EPP.fraud@fisglobal.com� 


To report fraud or suspected fraud, call (800) 278-6133.


Who is responsible for any losses due to fraud?





FIS. However, any losses occurring as a result of lack of response from the financial institution will be the responsibility of the financial institution. Also, any fraudulent expedited payments are the financial institution’s responsibility.

















Reports in CST 


Fraud Alert Customer Contact Activity (FRD-003) – a daily report identifies all users that have been contacted by FIS to investigate suspected fraud activity and lists the member ID, the member name, the alert ID, the alert type (bill pay, enrollment, login), and notes regarding the contact. 





Suspected Fraudulent Transactions Report (SFRD-001) – a daily report gives clients a list of transactions that were suspended as fraud suspects as of the date of the report. It will also show the final decision for any suspect transactions from a previous report. Those transactions will have the date that they were released or declined. NOTE: This report is not available until 120 days after go-live.
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